
 

 

 
 
 

 
 

UNIVERSITY 
OF TRENTO 

 DEPARTMENT OF INFORMATION AND COMMUNICATION TECHNOLOGY 
  

38050 Povo – Trento (Italy), Via Sommarive 14 
http://www.dit.unitn.it 
 
 
 
 
 
 
 
 
 
 
 
 
 
A PEER-TO-PEER ARCHITECTURE  
FOR DISTRIBUTED KNOWLEDGE MANAGEMENT 
 
 
Matteo Bonifacio, Roberta Cuel,  
Gianluca Mameli and Michele Nori 
  
 
 
 
 
 
2002 
 
Technical Report # DIT-02-0065 
 
 
 
 
 
 
 
 
 
 

 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

. 



A Peer-to-Peer Architecture  

for Distributed Knowledge Management 

Matteo  Bonifac io 1 ,  Rober ta  Cuel2 ,  Gianluca  Mamel i3 ,  Michele Nori 3  

1 University of Trento, Department of Information and Communication Technology  
Via Sommarive, 18 -- 38050 Trento, Italy  

bonifaci@science.unitn.it 
2 University of Trento, Department of Computer and Management Science, 

Via Inama, 5 -- 38100 Trento, Italy  
rcuel@cs.unitn.it 

3 ITC-IRST, Automated Reasoning Systems Division, 
via Sommarive, 18 -- 38050 Trento, Italy 

{mameli, nori}@irst.itc.it 

Abstract. Most of the knowledge management systems of complex organiza-
tions are based on technological architectures that are in contradiction with the so-
cial processes of knowledge creation. In particular, centralized architectures are 
adopted to manage a process that is intrinsically distributed. In this paper, assum-
ing a Distributed approach to Knowledge Management (DKM), is proposed that 
technological and social architectures must be reciprocally consistent. Moreover, 
in the domain of Knowledge Management, technological architectures should be 
designed in order to support the interplay between two qualitatively different 
processes: the autonomous management of knowledge of individuals and groups 
- here called Knowledge Nodes (KNs) -, and the coordination required in order 
to exchange knowledge among them. Finally a peer to peer architecture to support 
knowledge exchange across distributed and autonomous KNs is presented.  

Keywords. Knowledge Management, Distributed Knowledge Management, Dis-
tributed and Federated Systems, Organizational Cognition, Peer to Peer. 

1   Centralized versus Distributed Knowledge Management 

In  complex organizat ions ,  such as  networked and mul t i -national  f irms - composed  
by a  large number of  uni ts ,  divis ions and off ices  -, knowledge  management  (KM) i s  
increasingly recognized as  an important  discipl ine to  enable  processes  of  creat ing,  
cod ify ing  and  d issemina t ing  knowledge . 

In the last  ten years ,  many companies have invested a  lot  of  resources and efforts  
in  KM projects ,  whose typical  outcome is  the  creat ion of  computer  based systems 
com posed by a  Knowledge Base  (KB) and an Enterpr ise  Knowledge Po rtal (EKP) [6]. 
The aim of  these projects  is  to  create  large,  homogeneous reposi to ries,  in which cor-
pora te  knowledge i s  made expl ic i t ,  collected,  represented,  and organ ized,  according 
to a  s ingle,  supposedly shared,  system of  meanings.  This  central ized representat ion -
of ten cal led knowledge map,  ontology,  categorizat ion,  or  c lass i f icat ion system - is 



meant  to  represent  a  shared conceptu al iza t ion of  corporate  knowledge,  and thus  to  
enab le  com municat ion  and knowledge exchange across  the  ent i re  organiza t ion .  From 
an epis temological  perspect ive,  these KM systems ref lect  an object ivis t ic  view of  the 
world  where  meanings  are  assumed to  be  univ ocal  pictures of  world objects .  I t  pre -
supposes  that  a l l  contextual ,  subject ive ,  and socia l  aspects  of  knowledge can be  
elim inated in  favor  of  a  unique,  object ive ,  and general  codif icat ion. 

Despite of  this  ap proach,  a  lot  of  theories  of  knowledge consider  subjec t iv i ty  and  
sociality as intrinsic dimensions of knowledge (see [20],  [9],  [16],  [15],  [14],  [25]).  
They argue that  knowledge is  the resul t  of  different  perspect ive and part ial  interpreta -
t ions  of  world  por t ions  or  domains ,  generated by individuals  and groups  through 
so cial  interact ions.  Therefore,  i t  is  proposed that  knowledge,  rather  than being 
viewed as  an absolute  monoli thic  matter ,  is  bet ter  represented as  a  system of  local  
“knowledges”  cont inuously  negot ia ted  by communi t ies  of  “knowers”  [11] .  

This  different epistemo logical  paradigm leads  to  a  d i f ferent  approach to  KM - 
ca l led  Dis t r ibuted  Knowledge Management  (DKM) - in  which  subjec t iv i ty  and  so -
ciali ty  are  taken as  i r reducible  aspects  of  knowledge,  and are  viewed as  a  potent ia l  
source of value,  rather  than as a  problem to overcome [5] ,  [7] .  In DKM, an organiza-
t ion is  v iewed as  a  “conste l la t ion” of  local  “knowledges” which res ide  wi thin  organ -
izat ional  communit ies ,  and l ive  in  the  in terplay between the  need of  shar ing perspec-
t ives ,  in  order  to  incrementa l ly  improve performances ,  and the  need of  meet ing dif-
ferent perspect ives ,  in  order  to  sustain innovat ion [4] .  Thus,  the management  of  
knowledge  should  suppor t  and  ba lance  to  very  genera l  organiza t ional  pr inc iples:   

− Pr inc ip le  of  Autonomy:  each  communi ty  has  a  h igh  degree  of  au tonomy to  man -
age i ts  local  knowledge.  Autonomy can be a l lowed at  d i f ferent  levels .  We are  
mainly  in teres ted in  what  we cal l  semant ic  autonomy,  namely the  poss ibi l i ty  of  
choosing the  most  appropr ia te  conceptual izat ions  of  what  i s local ly  k n o w n . 

− Pr inc ip le  of  Coordina t ion:  each  communi ty  exchanges  knowledge  wi th  o ther  
uni t s  not  by  imposing  the  adopt ion  of  a  s ingle ,  common in terpre ta t ive  schema 
( this  would be a  viola t ion of  the  f i rs t  pr inciple) ,  but  by adopt ing a  mechanism of  
mean ing translat ion across different  interpretat ive contexts ,  cal led semantic inter-
opera t ion . 
In this  ar t ic le  we argue that ,  in  designing KM systems,  technological  archi tectures  

need to  be  consis tent  wi th  the  socia l  process  of  organizat ional  cogni t ion (see  sect ion 
2). Moreover ,  assuming a  d is t r ibuted approach to  organizat ional  cogni t ion,  such a  
need is  suggested as  a  major  reason to  expla in  the  unsuccessful  implementat ion of  
current  KM systems since based on a central ized view (see sect ion 2.1) .  

In  order  two balance the needs of  autonomy and coordinat ion across  different  KNs,  
namely  organiza t iona l  en tit ies  such as  individuals  and groups  which own a  “ local  
knowledge”,  a  DKM archi tecture  is  proposed (see sect ion 2.2) .  Final ly ,  based on the 
concrete  se t t ing of  a  Bank,  a  peer  to  peer  archi tec ture  suppor t ing knowledge ex -
change among autonomous KNs,  is  descr ibed (see  sect ion 3) .  

2   Technological and Social Architectures 

As already underl ined in  [6]  and in  [24] ,  technology and organizat ions are  interre -
la ted dimensions  s ince  each influences and structures the other .  Here we underl ine 



that  the  more  an organizat ional  process  involves  high level  human act iv i t ies ,  such as  
o rgan izat ional  cogni t ion ,  the  s t ronger  the  in terdependency between technologica l  
and  organizat ional  d imensions  wi l l  be.  In  par t icular ,  s ince each approach to  cogni-
t ion  makes  spec i f ic  assumpt ion  on  the  ro le  of  communica t ion ,  a  technology tha t  
s t rongly  s t ructures  socia l  communicat ion impl ies  a  par t icular  model  on how cogni-
t ion occurs  [3] .  Moreover,  we agree with the structurat ionist  approach (for  more de-
tai ls  see [21],  [22])  which considers  social  and technological  architectures as interd e-
pendent ,  ra ther  than independent ,  d imensions  which need to  be  rec iprocal ly  consis-
tent . 

In  general ,  we argue that  technological  archi tec tures  can be  des igned according to  
two opposi te  approaches which assume two different  social  archi tectures  of  organiza-
t ional  cogni t ion.  The f i rs t  one (central ized)  views organizat ional  cogni t ion as  a  con -
vergent  process that  col lects  peripheral  "raw" knowledge,  from various sources,  and 
codifies i t  into a central  repository.  The second one (distr ibuted),  as  described by [4] ,  
represents  organizat ional  cogni t ion as  a  dis t r ibuted process  that  balances  the  autono -
mous  knowledge  management  o f  ind iv idua l  and  groups (perspect ive making) ,  and 
the  coordinat ion needed in  order  to  exchange knowledge across  d i f ferent  
autonomous ent i t ies  (perspect ive taking) .  In the f i rs t  case,  technology is  required to 
enable  central  control ,  s tandardizat ion,  high capaci ty ,  and robustness.  In the second 
one i t  should enable  dis t r ibuted control ,  d i f ferent ia t ion,  customizat ion,  and redun -
dancy . 

2.1   Centralized KM Architectures 

Brief ly we underl ine some of  the main features  that  character ize a  KM system 
based on a  central ized social  archi tecture of  organizat ional  cognit ion (for  a  more 
d etai led descript ion see [6]) .  Social ly,  organizat ional  cognit ion is  viewed as a  pro c-
ess  whereby people:  

− generate  knowledge through per ipheral  socia l izat ion in  communit ies  of  pra ctices 
[27],  [11]:  through work  pract ice ,  employees  generate  an  impl ic i t  knowledge in  
terms of  working solut ions that  can be frui t ful ly  made expl ic i t  and thus reusable;  

− contr ibute  wi th  thei r  knowledge through a  codif ica t ion process :  knowledge is  
categor ized  and va l ida ted  by  exper ts  according to  a  corporate  language;  

− re t r ieve knowledge us ing a  unif ied access  to  the  organizat ional  mem ory:  through 
the use of manuals,  procedures,  routines,  or  the access to formal t ra ining,  people  
have access  to  corpora te  knowledge. 
From a  technologica l  po in t of  view, archi tectures display some common features 

that  are  consis tent  wi th  the  above socia l  descr ipt ion of  organizat ional  cognition (for 
a  more deta i led overview on KM technologies  see  [13]) .  According to  these  organiza-
t ional  aspects  central ized KM architectures must:  

− crea te  and enable  communicat ion  wi th in  formal  and informal  groups  and commu -
n ities. On-l ine interact ion processes in terms of social /contextual  cues [26] are e n -
abled by a  large var ie ty  of  tools .  Indeed also through “vir tual  com muni t ies”  and  
g roup-ware  appl icat ions  individuals  in teract  among each others  and produce thei r  
“raw” per ipheral  knowledge;  

− col lect  “raw” per ipheral  knowledge through workers  par t ic ipat ion.  They can con -
t r ibute  to  c rea te  and  feed  knowledge  us ing  automat ic  document  managem ent  



tools ,  c luster ing,  text  mining,  and information retr ieval  appl icat ions to  expl ici t  
and  co llec t  knowledge;  

− categor ize  and s tore  knowledge in  databases  and reposi tor ies  according to  a  com -
mon and shared  sys tem of  meaning,  “dis t i l l ing”  knowledge tha t  i s  useful for the 
whole  organiza t ion ; 

− design a  corporate  sys tem of  meanings  in  the  form of  a  common language,  an  o n -
tology,  a  knowledge map,  a  categorizat ion,  or  a  c lassif icat ion system that  is  neces-
sary to  codify knowledge according to  a  shared interpreta t ive  schema;   

− create  an Enterprise  Knowledge Portal  (EKP),  that  provides a  unique,  s imple point  
of  access to corporate knowledge for  the members of  different  organ izat ional  uni ts .  
Most  of  the t ime,  members  access  to  the KB through various forms of  personal iza-
tio n tools (e.g. ,  individual  or group profi les,  views,  chats,  and so on).  
As observed in  a  paradigmatic  case s tudy of  a  worldwide consul t ing f i rm d escribed 

in [5] ,  these central ized KM systems are often deserted by end-users.  It  is  shown that 
any  approach  which disregards the plural i ty  of  interpretat ive schemas is  bound to 
tro u ble,  as  the outcome wil l  be perceived by users  ei ther  as  i rrelevant  ( there is  no 
deep  unde rstanding of  the adopted and central ized schema) or  as  oppressive ( there  is  
no agre ement  on  the  unique schema, which is  therefore rejected) [10].  

2.2   Distributed KM Architectures 

According to  a  d is t r ibuted  approach to  KM, technologies  should  mainly  suppor t  
the  au tonomous  c rea t ion  and  organiza t ion  of  knowledge  loca l ly  produced  by  i nd i-
viduals  and gro ups  and,  on the  other  hand,  suppor t  coordinat ion processes  a m o n g  
autonomous ent i t ies ,  in  order  to  exchange and share  knowledge.  In  par t icular  th is  
means:  

− give  to  each knowledge owner   the  poss ib i l i ty  to  represent  and organize  knowl-
edge  accord ing  to  her  goa ls  and interpretat ive perspective.  Here,  a  DKM system 
represents  each knowledge owner  as  a  Knowledge Node (paragraph 2.2 .1) ;  

− provide tools   to  support  the  exchange of  knowledge across  di f ferent  in div iduals  
wi thout  assuming shared meanings  but  ra ther  enabl ing the  dynamic  t rans la t ion  of  
different  meanings.  Here a  DKM system supports  meaning negot ia t ion pro cesses 
(paragraph 2.2.2);  

− se t  mechanisms and protocols  to  enable ,  through cooperat ion,  the  emergen t  and  
bo t tom-up format ion of  informal  communi t ies  and communicat ion pract ices (such 
as  f inding or  addressing people  to  t rusted individ u als/communit ies) .  Here a  DKM 
system suppor ts  the  format ion of  groups  and knowledge discovery/propagat ion 
through socia l  coopera t ion (paragraph 2.2.3).   
In the following three para graphs we wil l  descr ibe these elements  in  more detail  

proposing some of   the  main  requirements  tha t  should  be  considered in  a  DKM archi-
tecture (see  Figure 1) .  In the next  sect ion,  such requirements  wil l  be framed in the 
speci f ic  context  of  a  knowledge exchange  appl ica t ion  deve loped  wi th in  a  Bank . 



 

 

Fig. 1. A DKM technological architecture 

2.2.1 Knowledge Nodes 
As we sa id  above,  a  complex organizat ion can be  seen as  a  “conste l la t ion” of  

groups  and communi t ies ,  and,  from a designing point  of  view,  as  a  “constel la t ion" of  
KNs considered in  [8]  as  the  bui lding blocks  of  a  DKM archi tecture. 

A KN, has been described as  the reif icat ion of  organizat ional  uni ts  - either fo rmal  
(e.g. divisions, market sectors) or informal (e.g .  interest  groups,  communities of pra c-
t ices ,  communit ies  of  knowing)  - which exhibi t  some degree  of  semant ic  auto n omy.  
Semantic  auto n omy means  the  abi l i ty  to  develop  autonomous  in terpre ta t ive  schemas  
(perspectives on the world)  to interpret ,  organize,  and store useful inform ation. In 
other  words,  each KN is  a  content  interpreted within an interpre ta t ive  context  which 
is  the autonomous manifestat ion of  the node 's  perspect ive.  Interpretat ive con texts are 
bo th  ind iv idua l ly  he ld  and  shared ,  th rough negot ia t ion , by  g roups  and  com munit ies.  
Moreover ,  they  become v is ib le  by  looking  a t  how indiv idua ls  and  groups  use  
tech n o logy in  order  to  s tore ,  organize  and use informat ion.  Sometimes groups and 
com m u n it ies  develop shared reposi tor ies  where content  is  s tored and organized  
th rough  com mon taxonomies (which are  here  considered as  representat ions of  the 
c o m mu nity 's  interpretat ive schemas) while,  some other ,  individual  tech nologies  
(such as PCs) are considered as the primary art i fact  for  knowledge organizat ion.  Thus,  
when  con cre te ly  looking a t  organizations (see the case of the bank after) ,  exist ing 
t echno logy and local  pat terns  of  use ,  can suggest  us  whether  to  consider  as  re levant  
KNs individuals  ra ther  than groups  or  both . 



2.2.2  Meaning negotiat ion 
In  a  DKM approach,  KNs are  thus mater ia l ized by local  technologies  that  represent  a  
semant ica l ly  au tonomous  express ion  of  loca l  knowledge  owned by  an  indiv idual  or  
a  group.  In part icular ,  within such local  technologies,  we observe,  besides the sp e-
cif ic  features provided to auto nomous ly  manage  knowledge  ( such  as  va l ida t ion  and  
con t ribut ion processes) ,  the avai labi l i ty  of  a   logical  e lement  that  is  re levant  in  order  
to  suppor t  coordinat ion processes  among KNs.  Such an e lement ,  namely a  context  
[12],  is  a representation schema of the  sys tem of  meanings  adopted wi th in each KN. 
As proposed in  [12] ,  a  context  is  def ined as  a  meta-data  schema used in  order  to  in -
terpret  the  local  system of  meanings,  and make i t  syntact ical ly  comprehensible  to  
o thers .  For  example ,  a  context  could  be  the  directory structure of a web si te or the 
taxonomy conta ined  in  an  EKP.  Contexts  can  be  used  by  a  DKM sys tem in  order  to  
enable  knowledge exchange among KNs.  In  par t icular ,  through some technologica l  
c o m p o nent  which is  able  to  extract ,  use and compare interp retat ive contexts ,  a  KN 
c a n  re tr ieve information from other  nodes even i f  s tored according to a  different  se -
mantic schema [1],  [23],  [19].  Moreover,  given an information request  (query) from a 
KN A,  a  sof tware  component  should  be  able  to  contact  KNs B and C and  to  compare  
the  mean ing of  the  query  wi th in  the  context  of  A wi th  the  meaning that  emerges  
wi th in  the  contex ts  of  B and  C 1.  Such a  process  of  meaning assessment  and compari -
son across  different  categorizat ion schemas is  here  named meaning negot ia t ion p ro c-
ess (for  an algori thm of meaning negotiat ion see [17]) .  

2.2 .3  Cooperat ion 
Given tha t  KNs are  semant ica l ly  au tonomous  and able  to  communica te  through 

meaning negot ia t ion,  some other  organizat ional  capabi l i t ies  are  needed in  order  to  
susta in  the  dis t r ibuted social  process  of  knowledge creat ion.  According to  research 
on informal communit ies  [11] [27] [18],  these organizat ional  features provide a set  of  
social  f i l ters  based on elements such as trust ,  membership or shared interests  that  are 
necessary to avoid  communicat ion overf low while  ensuring effect iveness.  Here we 
brief ly propose some of  these abi l i t ies:  

− Federate :  KNs should  be  able  to  spontaneously  federate  creat ing groupings  and 
communit ies  of  nodes  that  d isplay a  common interes t .  Such an interes t  could  be  
g iven  by  the  goa l  o f  maximiz ing  the  oppor tuni ty  to  be  found by  o ther  KNs (be ing  
par t  of  a  vis ible  group) ,  by the  need to  cer t i fy  the  type or  the  qual i ty  of  a  knowl-
edge ( through the f i l ter ing of  members) ,  or  the issue to protect  content  and secure 
knowledge access from unauthorized KNs ( through access policies) .  K -Federat ions 
can s implify interact ion processes because a  request  can be sent  to  a  group rather  
than to  individual  KN, decreasing the  number  of  in teract ions ,  or  because knowl-
edge retr ieved from a  KN that  belongs  to  a  group has  presumably a  cer t i f ied  qual-
i ty . 

                                                                 
1 For example, as presented in [8], the query composed by the keyword sequence “antivirus 

software” in the context of a directory structure available in A “/office-
activities/software/antivirus/antivirus-up-date/manuals” has a meaning which can be considered 
as similar to a document containing the same keywords and stored under the directory of B 
“/documents/security -system/antivirus/antivirus-up-date/manuals” and not to one stored in C 
under “/products/soft-ware/anti-virus/marketreports/last” even if keywords are still compatible. 



− Discover :  KNs should  be  able  to  f ind  each  o ther  having  the  oppor tuni ty  to  d is-
cover  who is  avai lable ,  what  type of  services  are  accessible ,  and what  kind of  con -
dit ions are necessary to establ ish  communica t ion .  Such  type  of  capac i ty  should  be  
distri b uted according to  the  d is t r ibuted nature  of  organizat ional  knowledge.   

− Propagate:  a  KN that  looks for  information,  should be able  not  to  direct ly  interact  
wi th  a l l  the  KNs in  order  unders tand who has  the required knowledge.  Rather ,  she 
should be  able  to  t rus t  that  a  l imi ted number  of  in teract ions  wi th  neighbors  give  
suff ic ient  chances to  f ind the r ight  counterpar t .  Such type of  capaci ty  becomes 
p o ssible i f  KNs are able to propagate requests  to other  n odes or  redirect  request ing 
KNs to potential  targets .  

− Learn:  a  KN, that  maintains  semantic  relat ions with other  KNs,  should be able  to  
remember such relat ions in order not  to re -negot ia te  the  meaning of  a  request .  
Such a  knowledge can be  a lso  f ru i t fu l ly  used to redirect  requests  to  other  nodes or  
propagate their  request  to appropriate targets.  

In  the  fol lowing sect ion we wil l  propose how these  requirements  can be  implemented 
in  a  concrete  business  case  adopt ing peer  to  peer  technologies .  

3 Peer to Peer Architecture for a DKM System  

In this  sect ion i t  i s  shown how the funct ional  requirements  of  a  DKM sy stem drive 
the choice of  a  part icular  archi tectural  pat tern design (a  peer  to peer  system) and an 
underlying technology framework ( the Jxta  Project) .  

In particu lar  th is  knowledge  exchange  sys tem is  under  development  wi th in  the  
business  se t t ing of  an I ta l ian Nat ional  Bank 2.  For more details see [8]. 

In  the  DKM approach,  a  grea t  emphas is  i s  g iven  to  au tonomy and coordina t ion  
aspects ,  so  that  every KN can manage her  knowledge ,  exchange  knowledge  th rough  
meaning negot ia t ion,  and cooperate  wi th  other  KNs in  order  to  achieve her  goals .  
Compared to these aspects  a  peer to peer system is  part icularly sui table (see [2])  s ince 
depicted with  the  fol lowing capabi l i t ies :  

− supports   autonomy:  every member  of  the  system is  seen as  a  peer  that   manages  
and has  control  over  a  set  of   local  technologies ,  appl icat ions  and services;   

− is d y namic:  peers  and resources  can be  added or  removed a t  any t ime;  

− i s  decent ra l ized:  the  communi ty  of  peers  i s  able  to  achieve i t s  goal  independent ly  
f rom any specif ic  member  or  component ;  

− i s  cooperat ive:  in  order  to  jo in  and use  the  system,  every member  must  provide 
resources or services  to the others.   
From an implementat ion point  of  v iew,  we focused on  JXTA 3,  a  set  of  open,  gener-

a l ized peer  to  peer  (P2P)  protocols  that  a l low devices  to  communicate  and col labo -
rate  through a  connect ing network.  This  P2P framework provides  a lso a  set  of  proto -
cols  and functionali t ies  as a  decentral ized discovery system, a n  a synchronous  po in t-
to -point  messaging system, and a  group membership protocol .  A peer  is  a  sof tware 
com ponent  that  runs  some or  a l l  the  JXTA protocols ;  every peer  has  to  agree  upon a  

                                                                 
2 This architecture is under development as part of EDAMOK, a joint project of the Institute 
for Scientific and Technological Research (IRST, Trento) and of the University of Trento. 
3 A P2P open source project started in 2001 and supported by Sun. http://www.jxta.org/ 



com mon set  of rules to publish,  share and access “resources" ( l ike serv ices,  data or 
appl icat ions) ,  and communicate  among each other .  Thus,  a  JXTA peer  is  used to  
su p port  higher  level  processes (based,  for  example,  on organizat ional  considerat ions)  
that  are  bui l t  on top of  the  basic  P2P network infras t ructure;  they may include  the  
en hancement of  basic JXTA protocols  (e .g.  discovery) as  well  as  user-wri t ten applica-
t ions .  JXTA tackles  these requirements  with  a  number  of  mechanisms and proto cols:  
for  ins tance the  publ ishing and discovery mechanisms,  together  wi th  a  message-
based  communication infrastructure (cal led “pipe”) and peer monitoring services,  
suppor ts  decentra l iza t ion and dynamism.  Secur i ty  is  suppor ted by a  mem bership 
service  (which authent icates  any peer  applying to  a  peer  group)  and an access  proto -
col (for authorization control) .   

These features  of  a  P2P system, and in part icular  those provided by JXTA,  seem to 
match the  spir i t  and the  main funct ional  aspects  of  a  KN in  a  DKM appl icat ion,  su g -
gest ing this  archi tectural  solu tion as a logical  choice.  In part icular:  

− KNs can be  seen as  peers  tha t  own a  knowledge which i s  s tored  and organ ized  
through loca l  technologies  and  appl ica t ions ;  

− meaning negot ia t ion  can be  v iewed as  a  peer  query  resolut ion  service  tha t  in -
volves the use of  a  local  context  in  order  to  retr ieve or  provid e  knowledge  th rough  
intera ct ion  p ro to cols;  

− coopera t ion  can  be  implemented  through the  se t  o f  dynamic  and  he terogeneous  
services that  each peer  provides to the others  in order  to,  for  example,  support  the 
discovery of other peers.  
In  this  sect ion we propose a  P2P archi tecture (cal led Kex:  Knowledge  Exchange  

System) which is  coherent  with the vis ion of  DKM. In Kex ( i )  each peer  (cal led K-
Peer  in  KEx)  provides  a l l  the  services  needed by a  knowledge node to  create  and 
o rganize  i t s  own loca l  knowledge  (au tonomy),  and (i i)  social  structures and protocols 
of  meaning negot ia t ion are  def ined in  order  to  achieve semant ic  coordin ation (e.g., 
when searching documents  from other  peers) .  
 



 

Fig. 2.  The KEx system: interaction between Seeker and Provider roles. 

3.1 K -Peer Roles  

In  KEx every K-Peer  has the same main system’s funct ional i t ies  that  are  provided 
by two main roles :  the  provider  and  the  seeker  role.  Each K-Peer  can act  as  a  pro -
vider ,  as  a  seeker ,  or  can play s imultaneously both roles .  Figure 2 shows the intera c-
t ion  be tween a  K-Peer that  plays the seeker role and some K -Peers  that  play  the  pro -
vider  role .  The fol lowing sect ions explain in detai ls  the two roles  and their  intera c-
t ion . 

3.1.1 Seeker 
The seeker  component  a l lows the  user  to  interact  wi th  o t h e r  K-Peers  and  K-

Federations (see 3.2.1)  in order to search information.  The seeker has access to a 
contexts  reposi tory (3 .2 .2)  that  contains  the  local  semantic  representat ions of  the 
user’s  knowledge in  the form of  taxonomies ,  category s t ructures  or  ontologies .  
Through a  context  browser ,  the seeker  supports  the user  in  the formulat ion of  the 
query  by se lec ting the context  (or  par t  of  i t  )  which is  re levant  in  def ining the mean -
ing of  the  query.  In  par t icular  a  query is  composed by a  query ex press ion and one  
focus.  A query expression is  a  l is t  of  one or  more keywords entered by the user;  the 
que ry  ex press ion could be  empty.  The focus  is  a  se lect ion of  a  por t ion of  a  context  
the  user  has  made.  The seeker  provides  the user  with  a   d iscovery mechanism (see 
3 .2.3) to find resources (K -Peers or K -Federat ions)  that  could be targeted in  retr ieving 
information.  The user  decides  to  send the query to  some of  the  avai lable  K -Peers and 



K-Federat ions (as  showed in s tep 1 in  f igure 2) .  When she submits  the query,  the 
seeker act ivates a sess ion that  is  associated to  the  query and is  in  charge to  resolve i t  
us ing the  meaning negot ia t ion protocol  (see  2 .2 .2) .  When a  provider  receives  a  query 
i t  performs the  query resolut ion through both a  syntact ic  and a  semant ic  a lg o ri thm 
(see 3.1.2)  in order to retr ieve relevant  documents (steep 2 in f igure 2) .  The provider 
sends back to the seeker the result  set  (s tep 3 in f igure 2) .   

A provider  could propagate  the  query received to  other  providers  that  are  consid -
ered as  “experts”  about  the query’s topic (step 4 in f igure 2) .  The act ive seeker ses-
s ion can receive asynchronously several  incoming repl ies  f rom those providers  that  
have been selected/suggested by other  peers ,  and col lects  resul ts  that  are  composed 
by  the  aggregat ion  of  a l l  those   that  have been received;  each resul t  i s  made up of  a  
l is t  of  document  descr iptors  (name of  the document ,  short  descr ipt ion,  and so on)  and 
the indicat ion of  the par t  of  the providers’  context  ( focus)  that  has  been used in  order  
to  in terpret  the  meaning of  the  query and provide a  resolut ion.  This  re la t ionship 
b etween contexts  can be used as  a  learning opportuni ty  (see  3 .2 .5)  that  the  seeker  can 
store and reuse for other queries.  Finally the seeker al lows the user to access to the K -
Peer  download service;  i f  the user f inds in the result  set  one or more interest ing 
documents ,  she  can contact  the  providing K -Peer  to  download i t . 

3.1.2  Provider 
The provider  is  the second main role  in  the KEx system. I t  contains  al l  the features  

required to  accept  and resolve a  query  ident i fy ing resul ts  that  have to  be  sent  back to  
the seeker.  When a K -Peer  receives  a  semant ic  query  (composed by keywords  and one 
focus) ,  i t  instant iates  a  provider  configured to  use a  set  of  local  contexts  and docu -
ments  (contained in  a  par t icular directory or  reposi tory)  in order to resolve the query 
in  two ways:  

• Semantic  search:  uses  for  each context  a  matching algori thm [17]  that  t r ies  to  f ind 
a  correlat ion between a  provider’s  context  and the query focus.  In part icular  the 
matching  a lgor i thm t ries  to  f ind in the provider’s  context  the focus that  has a  rele -
vant  semant ic  re la t ion with  the  one sent  by the  seeker .  The focus  that  the  provider  
has used for  the query resolut ion and related documents are returned as results .  If  
the  focus  points  to  o ther K-peers ,  the provider  wil l  propagate the query.   

• Syntact ic  search:  uses  an indexer  (or  any local ly  avai lable  keyword index)  to  
search for  the  occurrence of  specif ic  keywords into  the set  of  documents  owned by 
the provider.   
I f  the  semant ic  query is  composed only f rom keywords ,  the  provider  wi l l  use  only 

the syntact ic  search,  otherwise i f  i t  is  composed only by a  focus,  the provider  wil l  use 
only the semantic search.  If  both are available,  the f inal  result  wil l  be the merge of  
semantic  and syntact ic  resul ts . 

3.2 K -Peer Capabil it ies 

Besides  playing the  above roles ,  a  K-Peer has some capabil i t ies  such as create or  
jo in  a  K-Federat ion,  manage contexts ,  and use  a  dis t r ibuted discovery mechanism,  a  
query  propagat ion funct ional i ty  and a  learning a lg o rithm. All  these capabil i t ies  wil l  
be  expla ined in  the  fol lowing paragraphs .  



3.2.1 K -Federat ion 
A K-Federat ion is  a  group of  K -Peers  that  agree to  be considered as  a  sole  ent i ty  by 

o t h e r  K-Peers when these are requesting services (such as semantic search) to the 
former. In other  words,  a  Seeker  can send a  query to a  K-Federat ion,  and the  query 
wil l  be forwarded to each K-Federat ion member .  As a  consequence,  the response of  
the K -Federat ion is  the same as i f  the query was sent  direct ly to al l  the members of  the 
K-Federation (even if  in the returned result  set  is  specified if  the Provider answers as a 
member  of  a  K-Federation).  The K-Federa t ion  can be  though as  a  “socia l”  ag grega-
t ion of  K-Peers  that  display some synergy in  terms of  content  (provide synergic  con -
tent) ,  quali ty (certified content) or access policies (certified members).  

To  become a  member  o f  a  K-Federat ion,  a  K-Peer  must  provide  a  K-Federat ion 
Service ( for  example the query resolut ion service) ,  implement  the required K-
Federat ion 's  protocol  (for  example the commitment  to  reply to  queries  sent  to  the K -
Federat ion)  and observes  the  K-Federat ion 's  membership pol icy (for  example reply 
only to  queries  coming from federat ion members) .  

3.2 .2  Context  Management 
The contex t  management  module  a l lows  users  to  manage  contex ts in order to 

search or  provide information.  Contexts  provide a  semantic  classif icat ion of  the 
knowledge and data .  At  the  sys tem level ,  KEx avoids  the  need to  crea te  huge syntac-
tica l  indexes  and  to  t ransform knowledge  and  informat ion  in to  an  homogeneous  
fo rmat ;  i t  g ives  to  each K-Peer  the  autonomy to  s tore  and maintain  i ts  own inform a-
t ion in  the  way i t  prefers ,  providing a  tool  to  enable  autonomous semant ic  c lass i f ica -
t ion  of  con tent .  Mult iple  views can be bui l t  over  the local  information,  each corre -
spondin g to different  contextual  representat ions and semantic  classif icat ions of  con -
tent .  Two com ponents  a re  provided  to  man age contexts :  
1 . Context  edi tor :  g ives  to  the  user  the  poss ib i l i ty  to  edi t  and manage a  context .  

Moreover  when the user  crates  a  context  she c an classify information (documents ,  
ad dresses of other K-Peers)  into the context .  In part icular  the user creates the l inks 
between a  context ' s  concept  and the specif ic  information s tored in  local  reposi to -
ries (or l inks to other peers or directly to external  informat ion mainta ined in  other  
K-Peers  reposi tories) .  This  act ivi ty (relat ing context  to  content)  can be also auto -
mat ical ly   performed by any text  mining tool  i f  in tegrated with  the  peer  system 
(e.g.  able to t ransform the documents  representat ion schema p rov ided  by  the  min -
ing e n gine  in to  a  context  us ing a  s tandard  syntax such as  CTXML [12]) .  

2 . Context  browser:  a l lows the user  to  specify a  query in order  to  search information 
in  the network.  The user  can select  a  context  f rom a set  of  avai lable  contexts  and 
browse the s tructure of  the selected one in order  to  focus on a  part icular  con textual  
topic (focus) .  The focus represents  a  set  of  contextual  information that  the provid -
ing  K-Peers  can use to  interpret  the meaning of  a  query ( that  can be expressed as  a  
t radi t ional  set  of  keywords)  and to  compare i t  wi th  their  own contexts .  

3.2.3  Discovery 
Discovery is  a  mechanism that  a l lows the user  to  discover  resources in  the peer  to  

peer network.  The user discovers K -Peers or K -Federat ions  avai lable  in  the  network in  
o rder  to  contact  them and send them quer ies .  A K-Peer advert ises the existence of 



resources  publ ishing an XML document  (adver t isement) .  In  the  KEx system two type 
resources are advert ised:   

• K-Peers  that  have a  provider  service to  solve queries .  The main elements  of  the  
advert isement  are  a  descr ipt ion of  a  K-Peers  contexts  and how to  contact  the  K-
Peer in o rder  to  send a  query or  retr ieve documents .  

• K-Federations that  are set  of  K-Peers that  have a provider  service to solve similar  
q u eries. The K -Federation a ssures that  a query sent  to a K -Federat ion is  propagated 
to  a l l  ac t ive  K-Peers  that  are member of  the K-Federat ion.  In this  case the main 
e lements  of  the  advertisement are the K -Federat ion themes,  how to  contact ,  how to  
jo in . 
In order to discover resources in a peer to peer network,  a K -Peer sends a  discov ery 

reques t  to  another  known K-Peer or  sends a mult i-cast  request  on the network,  and 
receives responses ( l is t  of  advert isements)  that  describe the available services and 
resources.  I t  is  possible to specify a searching cri ter ia  (such as a  keyword or  textual  
express ion)  that  i s  matched agains t  the  contents  provided by the  adver t isement  re -
lated to each K -Peer or K -Federat ion descr ipt ion. 

3.2 .4  Query Propagat ion 
This  funct ional i ty  a l lows the  KEx sys tem to  “use” t rust  and social  relat ions as  a  mean 
to  f ind  informat ion  in  h ighly  dynamic ,  he terogeneous  and complex  envi ronment .  In  
fact a K-peer  can t rust  not  jus t  the  “content”  knowledge of  another  peer ,  but  a lso i ts  
“re la t ional”  knowledge in  terms of  the  capabi l i ty to redirect  a  request  to other  t rusted 
K-peers .  Thus,  when a  Provider  receives a  query,  i t  might  propagate  that  query to  
another  Provider  i t  considers  “expert”  on what  i t  bel ieves  is  the  meaning of  the  re -
quest .  In  order  to  decide where  to  propagate  a  query a K -Peer has two possibi l it ies: 

− a “proximity” cr i ter ia :  the query wil l  be sent  to   known K -Peers (i .  e.  by using  the 
d iscovery  funct ional i ty)  and se lec t ion  wi l l  be  done according to  some quant i ta -
t ive cri teria (number of peers,  number of possible re -rout ings  – h o p s-, etc.);  this 
way K-Peers  or  providers  that  are  non direct ly  reachable by the Seeker  or  that  have 
just  jo ined the system,  can advert ise  their  presence and contr ibute  to  the resolu -
t ion  of  the  query ; 

− a semantic cri teria:  if  the Provider com putes  some match ing  be tween  a  query  and  
concepts  in  i t s  own context ,  the  query  resolut ion mechanism might  look for  ad -
dresses of other K-Peers  that  have been associa ted to  the  matching concept .  Here  
propagat ion is  done on the  base  of  an  expl ic i t  t rus t  s ince  the  provider  defines 
other  peers  as  experts  about  the query topic .   
The  propagat ion  a lgor i thm combines  the  two poss ib i l i t ies  and i s  based  upon a  

cost  funct ion that  has  the  goal  to  ensure  qual i ty  and reduce overf low.  This  goal  i s  
ach ieved  pr iv i leg ing  semant ic  re-routing,  and restr ict ing the possibi l i ty to perform 
proximi ty  based hops  the  more  semant ic  based hops  are  done.   

Other  parameters  and mechanism control l ing the  scope of  the  search and prevent  
the  message “f looding” are  provided:  the  seeker  can set  a  t ime to l ive (TTL),  manu -
al ly  l imit  the  number  of  hops,  s tore  in  the  query the  name of  K-Peers  that  have al -
ready received the  query ,  and so  on. 



3.2.5 Learning  
When the  matching a lgor i thm f inds  a  semant ic  correspondence  between con cepts  

belonging to  d i f ferent  providers contexts ,  the Seeker can store this  information for  a  
future reuse.  This  information is  represented as  a  semantic  “mapping” between con -
cepts ,  and can be used in  three  ways:  
1 . when  the  K-Peer receives a query from another seeker,  i t  can reuse the correspond -

ing s tored mapping to  faci l i ta te  (or  eventual ly  don ' t  perform) the matching alg o -
r i thm; 

2 . a  Provider  can use the  exis t ing mapping to  forward the query to  other  K -Peers that 
present  a  semantic relat ion with the topic of  the query (see 3.2.4);  

3 . in order to  send the query to  a  t rusted set  of  providers ,  the Seeker  could search into 
the  mapping re la t ions  in  order  to  se lect  those  that  have been recognized as  “ex -
per ts”  on a  par t icular  topic  thanks to  previous interact ions .  Such a  system could be 
viewed as a sort  of  semantic “bookmark” of preferred providers.   
 

4 Conclusions and Research Issues 

In this  ar t ic le  we argued that  technological  archi tectures ,  when deal ing with pro c-
esses  deeply  character ized by human communicat ion,  must  be  consis tent  wi th  the  
social  architecture of  the process i tself .  In part icular ,  in the domain of  KM, technol-
ogy must  embody a  pr inciple  of  dis t r ibut ion that  i s  in t r ins ic  to  the  nature  of  organ -
izat iona l  cogni t ion . 

As a  consequence,  we propose some requirements  for  designing and implement in g  
technological  archi tectures  for  KM, based on P2P technologies .  Moreover ,  a  number  
of  research issues emerge in order  to  map aspects  of  dis t r ibuted cognit ion into tech -
n o logical  requirements .  Here we propose some of  these:  

− soc ia l  d i scovery  and  propagat ion: in  order  to  f ind  knowledge ,  people  need to  
d iscover  who is  reachable  and avai lable  to  answer  to  a  request .  On the  one hand,  
broadcast ing messages  generates  communicat ion overf low,  on the  other  ta lking 
jus t  to  physica l ly  avai lable  ne ighbors  reduces  the  potent ia l  of  a  dis t r ibuted net -
work.  A thi rd  opt ion could be  for  a  seeker  to  ask his  neighbors  who they t rus t  on a  
topic  and,  among these ,  who is  current ly  avai lable .  Here  the  quest ion is  about  the  
socia l  mechanisms through which people  f ind ,  on  the  base  of  t rus t  and recommen -
dat ion,  o ther  people  to  involve  in  a  conversa t ion.  A s imi lar  approach could  be  
used  in  o rder  to  support  the propagat ion of  information requests .  In  this  work we 
propose  an hypothesis  of  socia l /semant ic  d iscovery and propagat ion.  Nonetheless  
further research needs  to  be  done in  order  to  match theoret ical  and pract ical  analy -
sis of in formal in format ion f lows and to  map new models  of  bot tom-up coordin a-
t ion mechanisms in to  dis t r ibuted technologies .   

− bui ld ing communi t ies :  i f  we consider  communi t ies  as  network of  people that ,  to  
some extent ,  tend to  share  a  common interpreta t ive  schema,  mechanisms wil l  be  
needed  to  suppor t  the  bo t tom-up emergence of  semantic s imilari t ies  across inter-
acting  KNs.  Through th is  process ,  tha t  could  be  based on meaning negot ia t ion  
p ro to cols ,  people  could  d iscover  and form vi r tual  communi t ies ,  and wi th in  or-
gan izat ions ,  managers  might  moni tor  the  evolving t ra jector ies  of  informal  cogni-



t ive  ne tworks .  Than such networks  can  be  v iewed as  potent ia l  ne ighborhoods  to  
su p port  social  d i scovery  and  propagat ion . 
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