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Abstract

This paper presents a novel method for the secure managefdigital ima-
ges formulated within the mathematical theory of polyndrméerpolation. As
main innovative features, our approach is based on a hrecatgoint ownership
of the image by a trusted layered authority and on a detesticnvatermarking
procedure, embedding a short meaningful or random signatdo the image.
Experimental results show that the inserted signature ltaosa always be fully
recovered even in presence of a reasonable amount of imggada¢éon due to

image processing operators, such as filtering, geomesiortions and compres-

sion.



1. Introduction

In the last decade, digital watermarking techniques haigedaa great deal of
interest in the scientific community since the pioneeringtabution by Cox et

al. [1]. Indeed, the practice of imperceptible alteratidra@ocument to embed
a message into it plays a key role in the challenging field afenship right pro-

tection. Much progress has been done in the last few yeaaddsanstance [2]),

but no general solution has been reached so far. This canpereed by several
different factors, among which the heterogeneity of theimr@gnents imposed by
each application context and the clear definition and theadip&al mechanisms
of the authority that would deal with the ownership verifioatprocess. In other
words, currently proposed watermarking techniques styatepend on the appli-

cation scenario.

Let us consider the specific case, where a public or priva@nization needs
to keep control on internal resources distributed to a nurobesers. In such
a context, the organization can be regarded as an authohitghvhas free ac-
cess to the original data and assigns watermarked copiets,who ignore the
presence of the watermark. In this particular applicaticensrio, two different
problems need to be addressed: i) the management of theariata by the
authority (which is trustworthy as a whole but includes lagsuntrusted mem-
bers); and ii) the selection of a proper watermarking teminai A well-known
example is provided by the distribution of uniquely ideatifie copies of a confi-
dential British cabinet document to each minister by Marg@hatcher in 1981.
Hence, when the document was printed in the newspapersptneesof the leak
could be discovered ([3], p. 4). Another realistic examplethis application sce-
nario is the case of the management of a set of confidentiglemavolved in a
legal prosecution. The control of their access is sharedhéyudging court (the

authority) which is a hierarchical structure (presidengmmbers of the jury, etc.).



The images should be made available to a group of personsgqéns) involved di-

rectly or indirectly in the prosecution process such as &wyofficers, etc. Since
the users may be not trusted, the authority wants to be abletézt possible ille-
gal leakages. To achieve this goal, the images given to s ase watermarked
with a signature that uniquely identifies them. In case ofation, an authorized
subgroup of the authority can identify the source of the dg@k Accordingly,

the two main ingredients of this kind of copyright managetrsmineme are: i) a
joint ownership of the original data in a group with hierdoet structure; and ii) a
watermarking procedure which can exploit the original datdne reconstruction
phase (i.e., itis not necessarily blind) and whose existénhidden to users (i.e.,

it is steganographic according to the terminology of [3]).

As far as the authority is concerned, we stress that we centhd possibility
to cope with untrusted member and therefore we need to findyaevenanage
the original data in a distributed way, exploiting the hrehacal structure of the
organization. The hierarchical ownership handling, haanlrecently addressed
in the context of digital image watermarking by Guo and Geaaosgs [4], whose
work exploits a secret sharing procedure generalizing fisectscheme by Shamir
[5]. A (k,n)-threshold sharing scheme allows to divide a secretrirgébares and
requires the knowledge of at leastout of n shares to reconstruct the original
content. Each share does not carry any meaningful paraaitekt of the secret
and, if the number of shares available is less thgapotential attacker can do no
better than guessing, even with infinite computing time amalgy. Nevertheless,
the solution in [4] has the annoying drawback that the praoedf shares distri-
bution is expensive in terms of storage and complexity,esm&iuge number of
shares is assigned to each participant. For a critical aisaty this algorithm, we

refer to [6].

As an alternative, in this paper we propose a more sophisticapproach

based on Birkhoff polynomial interpolation. Its main adag# is that the secret



sharing is simplified by assigning just a single real numbeedach member of
the group (no matter how complicated the correspondingsacstucture). An
authorized subset of the authority can access the origatal @hly if it includes
a sufficient number of members for each level in the orgalzatReferring to
the above example, this means that to access an image usksjal prosecution
one can need 1 actor of the highest level (e.g., the pregidewt 2 actors of
the second level (e.g., two members of the jury). An intémgsproperty of the
proposed hierarchical scheme is its flexibility. Indeedait be applied to manage
the access to different types of data (not only images) antbowed with various
kinds of watermarking methods depending on the applicagguirements and

not only with that described in the following.

Concerning this last aspect, since the organization neekiseip control on
copies distributed to a certain number of users, it is natarapply a fingerprint-
ing method by assigning to each user a unique watermark wtenttifies the
legal recipient of the copy. Furthermore, because of thdicgijpn considered,
we require an exact reconstruction of the signature (watggrassigned to each
user and we assume that the users ignore the presence oftdrenark (stegano-
graphic watermarking), hence no malicious attacks (e.dlusion attack) need
to be taken into account. Nevertheless, a user may needftrmpesome simple
processing to use the data (e.g., to compress and store thhéndadatabase or
to resize it for page formatting and printing). Since thehauty needs to trace
the source of illegally redistributed copies, such noniomals image process-
ing operations should be considered in the testing of thenvetrking process
robustness. In order to fulfil the first requirement, insteddonsidering a ran-
dom sequence as watermark and just a correlation measuits fietection as
in [1], here a meaningful signature has to be embedded anddkermark de-
tection should lead to a perfect recovery of the insertedagige. Such kind of

watermarking schemes belongs to the category of readaliégmarks according



to the terminology of [7] (see for instance [8] and [9], justguote a couple of
recent contributions). In the specific context of image msre, a version of the
secret message has to be extracted from the stego mesdajyebiiit the problem
of accepting digital image watermarking as a legal evidesfaavnership is still

widely open ([11], [12]). As a possible solution to this plein we propose the

use of a deterministic signature to be perfectly reconsric

Specifically, the signature written in English alphabetiistfiranslated into a
sequence of integers by means of a look-up table. Such asegjoéintegers is
used to set the coefficients of a trigonometric polynomialnf which a prede-
fined number of samples is extracted evaluated at equaltespaoints. Finally,
the values of the samples are embedded into the lowest fiegueefficients of
the original image transformed into the DCT domain (exclgdime DC compo-
nent as in [1]). The watermark extraction process is basesbtuing a system
of linear equations defined by the recovered samples. It ifwmentioning that,
in [13] and [14], an analogous sinusoidal pattern has ajréeen successfully
exploited to embed a pseudo-random sequence. In these,worksever, the de-
tection of the watermark was just limited to a correlationaswwement. In our
watermarking scheme, characterized by a full reconsboabif the watermark,
the choice of a trigonometric rather than an algebraic pmtyial is motivated by
the fact that standard polynomial interpolation is ill-d@roned, while the use of
trigonometric functions allows to keep the condition numtiiehe corresponding
linear system close to the optimal valueln order to obtain a reliable determinis-
tic polynomial reconstruction, we need to face the problémmage degradations
due to the application of such standard image processingtmus. Despite the
preservation of the global quality of the image, the degiiadamay drastically
corrupt some entries of the DCT image where the watermarlsestied. \We over-
come this issue by a suitable selection of the DCT samplesegony the water-

mark. In order to assess the effectiveness of the proposedmarking approach,



based on a hierarchical authority of ownership verificgtvo® make use of a very
large set of testimages of different typologies. Experitakresults show that our
method exhibits a satisfactory effectiveness: the sigeasireconstructed with
100% of accuracy for a wide range of image degradation operafanthermore,

high performance is obtained in terms of false detectiom @veritical situations

involving both users identified with very close signaturaed atrongly corrupted
images.

The structure of the paper is as follows: in Section 2, wegarea hierarchical
secret sharing scheme for the joint ownership of the origmage; in Section 3,
we describe the generation, the embedding and the recotistryphases of the
watermarking scheme; in Section 4, we report experimepllts; and in Sec-

tion 5, we draw some concluding remarks.

2. Hierarchical joint ownership

2.1. Previouswork

The main feature of a nonblind watermarking scheme is thabtiginal image
is needed in the reconstruction phase. As a consequencetlasrigy group A
managing this process has to memorize the cover image rabbfestoring it in a
distributed (e.g., hierarchical) way for security reasoks mentioned in the pre-
vious Section, in order to do that it is natural to apply a sesharing procedure.
In this context, the basic secret sharing scheme propos&thamir [5] relies
on standard Lagrange polynomial interpolation. Speclfical secretS € R is

identified with some coefficient of a polynomial

k—1
plz) =) adz' (1)
=0
where for instance, = S anda, . .., a;_; are arbitrary real numbers. In order to

distribute S amongn participants, just fix. distinct real numbers, ..., v, and



assign to the-th participant the share

k—1

p(vy) = aul ()

1=0

In order to reconstruct the secret, a subset of participaiits associated real
numbers{v;,,...,v;, .} with 1 < i3 < iy < ... < iy < n, has to solve the

following linear system:

Qo b (Un)
% : = 5 (3)
Ar—1 p (Uis)
where
1 v, ... vfl_l
V=] : : (4)
1 v, ... UZ_I

is a so-called/andermonde matrig15], p. 155). It follows that the linear system
(3) admits a unique solution if and only ¢f > £. In particular, at least out
of n shares are needed to reconstrichence we obtain &, n)-secret sharing
scheme.

As pointed out in [5], a hierarchical variant can be introgidy simply as-
signing a higher number of shares to higher level partidgpam the context of
digital image watermarking, a rather involved hierarchgsret sharing scheme
was proposed by Guo and Georganas [4], as already pointed the Introduc-
tion. More recently, a refined hierarchical scheme was obthby Tassa [16]
from subtler properties of Birkhoff polynomial interpolati and improved fur-
ther in [17] for application to wireless ad hoc networks. élare are going to
adapt from finite fields to real numbers this last approachchveeems to be
more efficient (assigning just one share to each member)eaiidtic (attributing
a qualitative rather than a quantitative difference betwdistinct levels). In the

following we will detail the proposed hierarchical joint oership approach.



2.2. Proposed methodology

Let A be the authority group composed ofparticipants and let us consider a
collectionI” of subsets of4, which is monotone in the sense thatifc I" then
any set containing’ also belongs td'. A threshold secret sharing scheme with
access structurE is a method of sharing a secret among the members, o
such a way that only subsetslihcan recover the secret, while all other subsets
have no information about it. Assume thatis divided intot + 1 levels, i.e.,

A =Ul_,A, with A; N A; = 0 for everyi # j. In order to reconstruct the secret,
we require at least a fixed number of shares from each levaindlty, if 0 <

ko < ... < kq is a strictly increasing sequence of integers, théka . ., k; n)-
hierarchical threshold secret sharing scheme distritiateach participant a share

of a given secref, in such a way that
P={VCA:#[VN(U_A)] >k Vi=0,...,t} (5)

Roughly speaking, a subset of participants can reconstiectecret if and only
if it contains at least, members of level; at leastk; members of leved and/or
level 1; at leastt; members of level and/orl and/or2; and so on.

In order to construct a suitablg, .. ., k; n)-hierarchical threshold secret
sharing scheme for the joint ownership of the original images natural to ap-
ply Birkhoff interpolation [18] instead of Lagrange intetabon [19]. In fact,
the Birkhoff scheme involves not only the polynomial, butaits (higher order)
derivatives. More precisely, Idf = (E;;),i =1,...,m;j =0,...,k— 1, be
anm x k interpolation matrix with k£ entries equal to one and all remaining ones
equal to zero. LeX = x1,..., 2, 71 < 12 < ... < T, De a set ofn distinct
interpolation points For everyi, j with E; ; = 1 we consider thé& interpolation
equations

P () = By, (6)

wherep) denotes thg-th derivative of a polynomigh of degree< k — 1 as in



(1) andB; ; are given data. Here the unknowns arekhmefficientsay, . . ., ax_1

of p. Itis clear that such a Birkhoff interpolation problem canratdinfinitely
many solutions even if the number of equations equals thébeuof unknowns,
i.e.m = k: for instance, assume that, = 0 for every: = 1,...,n. In this case,
the interpolation system involves only derivatives of tledypomial p, hence it
keeps no track of the constant tery which will never be reconstructed. More
generally, elementary linear algebra considerations ghawif the interpolation
matrix £ = (E;;),i=1,...,m; j =0,...,k — 1 does not satisfy the following

Polya condition([18], p. 126)

then the corresponding Birkhoff interpolation problem adrmfinitely many so-
lutions.

The idea now is to exploit this necessary condition in ordartsure that only
authorized subsets can reconstruct the secret. Intyitspdaking, an evaluation
of the polynomial itself carries more informations than galeation of any of its
derivatives since it involves more coefficients; therefibr&ounds reasonable to
assign to a participant of higher level the evaluation ofveeloorder derivative.

More precisely, we propose the following algorithm:

1. Associate to the original image a secret Keydentified with a sequence

(So, ..., S,)with S; € R for every0 <i < z.

2. Letk = k, and pick a polynomial
plx) =) az' 8)

wherea; =
random z+1<¢<k—1.



. ldentify each participant of levélwith a random element € R and asso-
ciate tov the sharg*:-1) (v), wherep'*-1) (v) denotes as above tlig ;-th
derivative ofp and by definitiont_; = 0. Fix now a subset of the authority
groupV = {vy,..., vy} C A with m > k. Up to reordering we may
assume that; € V) with [ (i) < [ (j) for everyi < j (I () indicates the
level in the hierarchy of théth member ofl”). Consider then x k& matrix

My, whosei-th row is given by

d _
drkii-1 (1’ z, 2%, . ’$(k 1)> (vi) 9)

In order to reconstruct the secret k&ythe members of have to solve the

following linear systerh

ag phw-1 (vy)
My, : = : (10)
ag—1 prem=1 (vy,)
in the unknownsi, . . ., a,_1.

The key point is that (10) is a Birkhoff interpolation problewth associated

interpolation matrixty = (E;;), i = 1,...,m; j = 0,...,k — 1 defined as

follows:

Lif j = kigy—1
= | (11)
0 otherwise

In the following, we will prove two theorems that provide theeoretical

framework for the secret reconstruction. Both theoremsasedbon the following

auxiliary result:

We observe that one can improve the numerical stability efitrear system (10) with a care-

ful choice of the random points,, . .., v,,. Indeed, it is well known that interpolation problems

are usually ill conditioned and Chebyshev points repreffamtoptimal choice as interpolation

nodes ([19]§ 5). In order to obtain random points, just consider a smalklom perturbation of

Chebyshev points.



Lemmal. V € I'if and only if £y satisfies the Blya condition.

Proof. If V € T, then by (5) it contains at leag members of level, at least
k1 members in the union of levéland1, and so on. From the third point of the
above algorithm, participants of leugéreceive an evaluation of the polynomial as
a share, participants of levélreceive an evaluation of thig-th derivative of the
polynomial as a share, and so on. Therefore, if welefor j = 0,...,k -1
denote thej-th column of the interpolation matriky,, thenC; is a null column
for j & {0, ko, k1, ..., k}, andCy contains at least, ones,Cy U C, contains at
lest k; ones, and so on. It follows that for every intedgewith k;,_; < h < k
the union(J,.;,, . C; contains at least; > h + 1 ones, hence (7) is satisfied.
Conversely, ift” ¢ T', thenEy, does not satisfy (7) for at least one valuehcind

therefore Blya condition does not hold. n

Theorem 1. If V ¢ I" thenV cannot reconstruct the secrst

Proof. SinceV ¢ TI', by Lemma 1FEy doesn't satisfies #tya condition and it
follows that the corresponding Birkhoff interpolation pletm admits infinitely
many solutions. Thu® cannot reconstruct the secret. n
More precisely, ifz = 0 then for everyS, € R there is at least one solution
aop, . . ., ax Of (10) with ay = Sy, hence all possibilities for the secret are equally
likely, exactly as in the scheme proposed by Shamir.
Next, we can apply Theorem 10.1 in [18], p.128, whose stat¢roan be

rephrased as follows:

Proposition 1. A Birkhoff interpolation problem admits a unique solutian &l-
most all choices of interpolation points, ..., x,,, i. €. outside of a subset of
R™ with m-dimensional measure equal to zero, if and only if it satsstie Blya

condition.



Hence our random selection of the interpolation pointsaadlas to deduce the

following:

Theorem 2. If V € T"thenV recovers the secre.

Proof. SinceV € I', by Lemma 1F satisfies Blya condition and with a ran-
dom selection of interpolation points it is possible to gpproposition 1. Thus
the unique solution of the Birkhoff interpolation problenrmegeys the embedded
secret. O
As a consequence, a set of participants can reconstructiiiead image and
verify the presence of the watermark if and only if it belongghe predefined

access structure.

3. Thewater marking scheme

The aim of an authorityd hierarchically organized into several levels is to dis-
tribute a given imagé among a set of useis, . .., u", keeping some control on
the use of the image by each of them. In particular, for anyadp/, that may
undergo some image processing operations, any subset in the given access
structurel” should be able to identify without ambiguity the user fromowhthis
copy comes from. As summarized in Figure 1, a secure managerhé can be

provided by the following procedure:

1. Fixk € N not exceeding the number of pixels bf

2. Apply the DCT tol and consider &x k submatrix/ = (.J; ;) corresponding

to the lowest frequency DCT coefficients.

3. Put the entries of, but Jy,, into a vectorS = (ay,...,a,), wherez =

k? — 1 (the DC component is not used in the watermarking procedure)



4. Distribute S among all members of the group according to the rules de-
scribed in the Section 2, in such a way that only certainmfistished sub-
groups can recoves in order to use in the watermarking reconstruction

phase.

3.1. Watermark generation

In our watermarking scheme, the watermark consists in aeseguof letters as-
signed to each user. Such a signature can be either randoamimgful accord-
ing to the authority requirements. Since we assume thatiteety desires a full
reconstruction of the watermark, we exploit again a polymbfinamework as it
will be described in the next subsections. According to astieal analysis of the
letters in the English dictionary [20], we construct a lagiktable based on the
principle that the more frequent a letter in the set of Emgh®rds, the smaller the
integer in the interval—13, 13] associated to it, so that the norm of the signature

is kept as small as possible.

3.2. Watermark embedding

As illustrated in Figure 2, for all users’, 1 < ¢ < n, each one identified by a
signatures{, . .., s/ of lengthl an authorized subsgt € I" performs the following

procedure:

1. Consider the trigonometric polynonal

l
pi(t) = Z s sin(i27t) (12)
i=1
2. Compute the sampling instants taken uniformly over thgedn 1]
i , )
ti:k2—1 i=1,...,k*=1 (13)

2As already mentioned in the Introduction, standard polyibninterpolation is ill-
conditioned, while trigonometric functions allow to sollieear systems with condition number

closer tol.



let N = max;<;<x2—1 [p?(¢;)| and put the normalized evaluations of the
trigonometric polynomial at the sampling instants into the k& square

matrix W = (W) defined as follows:

B ifi=j=1
Wi = _ (14)
P (t—1ykrj—1)/N otherwise

3. Watermarkl by substituting every; ; with J; ;(1 + aW/,), wherea € R
is a scaling factor, small enough to make the watermarkedeffapercep-

tually indistinguishable frond.

3.3. Watermark reconstruction

Let the imagel? be the watermarked copy dfgiven to the user?, 1 < g <
n, possibly decayed. In order to identifyf, an authorized subsét ¢ T first
reconstructs$ by solving the linear system (10), puts it into a matrix ancbxesrs
J. Then, for each user?, 1 < ¢ < n, with signaturesi, ..., s/, V performs the

following procedure (see Figure 3):

1. Apply the DCT transform té7 and consider it x & submatrixJ? = (J7.)
corresponding to the lowest frequency DCT coefficients.
2. DefineA = (A, ;) by setting
Ny =JL = Ji;(1+aWi)

wherelWW? is computed as in 3.1.2.

3. Define the seK () = {(a,b) € N x N such thafA, ;| < t|J,»|} corre-

sponding to the least corrupted entries and fix the initibleva= 1.

4. If #K (t) < I, conclude that the signature @f is not present if?. Other-

wise, computeV again as in 3.2.2 and solve the following linear system

!
Z 57 sin (127t (g 1)kro-1) = (15)

=1



= (Jip/Jap — 1) g V(a,b) € K (t)

in the unknownss{, . .., s/ and round the obtained solution to the closest

string of integers.

5. If the signature of? is recovered with 00% of accuracy, then stop the pro-
cedure keeping track of the numb#i< (¢). Otherwise, reduce the thresh-
old ¢ of a 2% factor and go to Step 4. Notice that only a finite number of
repetitions of Step 4 is needed in order to conclude one wapather since

#K (t) decreases with

6. Finally, V € T associated? to the useru? for which the signature has
been fully reconstructed. In case of conflicts, i.e., whetoihes out that
several different signatures are fully reconstructed fiéni” compares the
different values of# K (t) of the corresponding users and associdfe®

the usen? showing the highes#K (t).

4. Experimental results

In this experimental phase, we implemented our watermgr&pproach setting

k = 16,1 = 8, a = 0.1 and tested it on a set @f images of different nature
to deduce meaningful conclusions. In general, the watdeingerted in the im-
age is imperceptible since on average PSR dB (see Figures 4 and 5). The
attacks we considered to verify the method robustness arllowing standard
image degradation operations: additive white Gaussiasenwith different power
values; additive uniform noise with variance equal ) 3 x 3 moving average;
Gaussian lowpass filtering of siZex 3 with standard deviatiof.5; rotation in

a counter-clockwise direction of at mosb degrees using the nearest neighbor
interpolation method; resizing to various dimensions (ddw one per cent of

the original image area) using the nearest neighbor int&ipa method; JPEG



compression with quality factor down #5%. For all these attacks, we tried to re-
construct the inserted signature with0% of accuracy according to five different
experimental scenarios.

The first scenario intends to test the possibility of apmyiine method inde-
pendently of the image characteristics. This is done byrimgethe same signa-
ture on the70 available different images. The obtained results are sumeth
in Table 1 with the signaturBITUNITN (Department of Information and Com-
munication Technologies of the University of Trento). Isttable, we report the
detection rate (DR), the average and the minimal numbersaples selected for
watermark reconstruction (meaaK and min#K, respectively). The obtained
results demonstrate that the method is image independaetembedded signa-
ture is recovered with00% of accuracy for each image with a very high number
of samples.

The second scenario aims at assessing the sensitivity ahétieod to the
choice of the signature used to watermark the image. Thiariged out by con-
sidering two images of different typologies like the Lena &aboon images (see
Figures 4 and 5, respectively) distributed am@agisers to whom random signa-
tures were associated. For the two images, the quantitasegts are reported in
Table 2 and 3, respectively. The watermarked Lena and Baboageas respond
very well to all attacks for every signature inserted. Iniidd, we report for each
attack also the plots showing the number of samples founedoln signature (see
Figures 6 and 7). In all cases, a peak identifies the true wsig;naorresponding
to position 35 in the plots. Notice that rotation decreabeg#/i most among all
degradation tested. Therefore, a specific variant of théogeshould be design
to be very robust to this kind of attack, but, to the best oflmowledge, there are
no proposals at present in the literature to achieve rotatigariant watermarking
in the DCT domain ([21]).

In the third scenario we evaluate the probability of falseedion in a unwa-



termarked image in the presence of increasing noise. Weftmake signaturé®l-
TUNITN in a set of 100 unwatermarked Lena images corrupted by addifinite
Gaussian noise. The achieved results are reported in TabWhidh shows the
average and the maximal number of samples selected. Ins@t¢he number of
samples selected is less than the lerigimd therefore it is impossible to solve
the linear system (10) and reconstruct the signature. Témsodstrates that the
watermark detection process is capable of extracting mganisignatures only

if they have been indeed inserted into the image.

Due to the requirement of B00% of accuracy in the decoding of the water-
mark in order to guarantee a legal evidence of ownershig,important to test
the capability of our method to avoid false detections fragrdded watermarked
images. To do so, in the fourth scenario we evaluate the digtsxtion rate (FDR)
in a watermarked image corrupted by the presence of noianagteasing power.
The inserted signatur®(TUNITN) is compared with a large number of randomly
generated signatures in terms of the number of samplesteseletthe recon-
struction phase. Actually, it may happen that also a randgmature is perfectly
reconstructed (see Table 5), but in our application thisoisanproblem at all.
Indeed, since the authority needs to trace the source géllieredistributed con-
tent, it will always control all signatures correspondingtl users, by performing
a systematic test as in the second scenario. As alreadyepomit in Section
3.3 step 6, in case of conflicts (namely, if more than one sigaas fully recon-
structed) it is always possible to identify the really emibedisignature by plotting
the number of samples selected (see also Fig. 6 and 7). Iwalyishe false detec-
tion rate of the system is zero, as shown in Table 5, althogmtimber of fully
reconstructed signatures besides the correct one is non lzefact, the number
of samples selected for the reconstruction of the insetitgthtire DITUNITN
#K) is highly greater than the maximust X' among all signature variations.

The presented results demonstrate very well from an expatahviewpoint that



the parametett K is definitely significant to fix-up the false positive problem

Finally, since in our scenario the authority should be fregdlect an arbitrary
string, given an alphabet and a maximum string length, weatse interested
in assessing the detection performance of the method wigeatsires are very
close to each other. To this purpose, in the fifth experimestnario we insert
the signaturéITUNITN into the Lena image corrupting it by noise of increasing
power and we consider a set of four reference signaturesidiff from the correct
one (i.e.,DITUNITN) in just one or two letters. The results confirm clearly the
capability of our method to deal suitably with such critisabiations thanks to the
comparison mechanism. Table 6 reports the number of sarsglested for each

of the five considered signatures.

5. Conclusions

In this paper, we have proposed a novel image watermarkahmigue which al-

lows a trusted authority to recover the ownership from amgoaably distorted
copy of an image distributed to several users. In order toojave embed into
the image the signature of the corresponding user in a reghimehy, exploiting a
suitable trigopnometric polynomial. The watermark detatis performed by the
authority, which is considered as a hierarchical group rgianggthe original image
with a generalized secret sharing scheme based on Birkhigfigmial interpola-

tion. From the experimental results, it emerges that a peréeonstruction of the
signature can almost always be obtained for several kindsiafe degradation
operators independently of the image characteristics ignatsire used. Further-
more, the proposed method shows high performance in terrfedsef detection

even in critical situations (strong image degradation agtdo$ users identified
with very close signatures). Finally, as mentioned presipuve stress that our

hierarchical scheme is not constrained by the kind of wadekng technique



adopted. Indeed, it can be combined with techniques diftdrem that proposed
in this paper in such a way to respond to other applicationirements such as the
robustness against malicious attacks. This aspect reyisesee of the envisaged

future works.
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Table 1.

attack DR [%] | mean#K | min #K
add. gauss. noise 100 205 96
add. unif. noise| 100 194 84
moving average| 100 103 51
gaussian Ipf 100 206 124
resizing (0.1) 100 134 80
rotation (1.5) 100 67 46
JPEG (25%) 100 154 69




Table 2.

attack DR [%] | mean#K | min #K
add. gauss. noise 100 201 46
add. unif. noise| 100 201 181
moving average| 99 126 61
gaussian Ipf 100 200 192
resizing (0.1) 100 178 87
rotation (1.5) 99 54 8
JPEG (25%) 100 175 27




Table 3.

attack DR [%] | mean#K | min #K
add. gauss. noise 100 170 41
add. unif. noise| 100 163 32
moving average| 100 120 16
gaussian Ipf 100 193 191
resizing (0.1) 100 86 11
rotation (1.5) 99 55 11
JPEG (25%) 100 82 10




Table 4.

SNR (dB) | mean#K | max#K
32.5 2.47 4
31.5 2.44 4
30.5 2.36 4
29.5 2.36 4
28.5 2.39 5
27.5 2.43 5
26.5 241 4
25.5 2.44 5
24.5 2.66 5
23.5 2.64 5
22.5 2.59 5




Tableb.

SNR (dB) | DITUNITN #K | mean# K | max#K | #f.r.s. | FDR [%]
325 247 5.49 42 4 0
31.5 248 5.32 55 2 0
30.5 182 5.68 48 3 0
29.5 243 5.06 38 1 0
28.5 244 5.49 50 3 0
27.5 173 6.01 54 5 0
26.5 241 5.52 54 4 0
25.5 237 5.34 44 3 0
24.5 138 5.68 38 4 0
23.5 230 5.67 44 5 0
22.5 111 5.67 39 4 0




Table6.

signature | #K w.0. noise| #K SNR 37.5dB| #K SNR 32.5dB| #K SNR 27.5dB
DITUNITN 255 250 247 241
DITUNITV 3 6 4 7
DIEUNITN 5 6 6 54
DIMUNITN 5 32 43 28
DMAUNITN 5 5 4 35
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